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ISACA ciele

Co je ISACA

e Profesijnd organizacia zdruzujuca odbornikov v oblasti riadenia, bezpeénosti a
kontroly informacnych technoldgii

Zamery ISACA

e napomahat vzdeldvaniu a rozSirovaniu vedomosti a skusenosti jej ¢lenov v
oblasti auditu a kontroly informaénych systémov,

e podporovat’ volnu vymenu technik a pristupov k auditu a kontrole informacnych
systémov medzi jej clenmi,

e poskytovat komunikacné kanaly umoznujuce jej ¢lenom drzat’ krok s najnovSimi
trendmi a udalostami v oblasti auditu a kontroly informacnych systémov,

e upriamovat pozornost manazmentu, auditorov a inych profesionalov v oblasti IT
na doblezitost zavadzania kontrolnych mechanizmov, ktoré su potrebné na
zabezpecenie efektivnosti vyuzitia informacnych zdrojov
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ISACA fakty

ISACA vo svete

e Zalozena v roku 1969 ako EDP Auditors Association

e 35.000 clenov vo viac ako 100 krajinach

e 30.000 drzitelov CISA certifikatu

.

e ISACF - ,Information Systems Audit and Control Foundation®

e |T Governance Institute

ISACA na Slovensku

e Zalozena v roku 1999
e V sucasnosti 62 Clenov, viac ako polovica je drztelom CISA certifikatu

e Www.isaca.sk
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2. Aktivity ISACA

Podpora profesie

e Standardy pre vykon auditu a previerok IT

o COBIT

e Prieskumy v oblasti bezpec€nosti, kontroly a auditu IT

e Vydavanie a distribucia odbornej literatury (ISACA BOOKSTORE)
Certifikacia

o CISA - Certified information system auditor

e CISM — Certified Information Security Manager

Vzdelavanie

e Medzinarodné konferencie a seminare
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2. Aktivity ISACA na Slovensku

Certifikacia
e Propagacia a podpora certifikacie CISA a CISM, podpora kandidatov pri registracii a pri
priprave na skusky, zabezpecenie vykonavania skusky v Bratislave od roku 1999

Standardy

o Preklad ISACA standardov pre vykonavanie auditu IS, prelozené standardy su pristupné
na web stranke ISACA Slovensko

e Vzdelavacia Cinnost vo forme prezentacii na odbornych konferenciach, na urovni Clenskej
zakladne, priprava seminarov pre odbornu verejnost

e Organizacia medzinarodnej konferencie ABIT, ktor4d ponuka nové impulzy pre vykon
profesie v oblasti auditu a bezpecnosti IT, ako aj forum na vymenu skusenosti a ndzorov

Podpora

e Podpora ¢lenov a zaujemcov o ¢innosti ISACA prostrednictvom virtualnej kancelarie
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3. COBIT - Go je COBIT

Charakteristika COBIT-u

e COBIT — Control Objectives for Information and related Technology

e COBIT bol vyvinuty ak vSeobecne aplikovatelny a akceptovany Standard pre IT
procesy a ich bezpeénostné a kontrolné mechanizmy, ktory poskytuje vychodiskovy
ramec pre vedenie organizacii, pouzivatelov, a profesionalov v oblasti IS bezpecnosti,

kontroly a auditu.
e COBIT :
> Je medzinarodne akceptovany
> Predstavuje zbierku publikacii

> Poskytuje praktické zdroje a navody

4 domeény, 34 procesov
e PO - Plan and Organise (Planovanie)
e Al - Acquire and Implement (Budovanie)
e DS - Deliver and Support (Prevadzka)
e M - Monitor and Evaluate (Vyhodnocovanie)
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3. COBIT koncept
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3. COBIT — Z ¢oho sa sklada COBIT

FRAMEWORK

With high-level control goals balHBALS NN IelL ST

MANAGEMENT DETAILED CONTROL Guidelines for implementation
GUIDELINES OBJECTIVES Aleliredliosdllss Management Awareness Diagnosis

Diagnose of IT-controls

Critical Success Key Goal
Factors Indicators

Maturity Models Key Performance

Indicators

e Board briefing on IT Governance
e COBIT Security baseline
e COBIT Mapping (COSO, ITIL, ISO17799, ISO 13335, ANSI, TickIT and the Common Criteria—ISO15408)
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3. COBIT — Kto je pouzivatelom

Figure 23—CoBIT Family of Products
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. COBIT — COBIT a ostatné standardy

v &y “~ R B
i st ®
Bon AR |y
o ENUNY

Con, 1O N RN §

AN\
Management Qoo Dy 5

= nformation Systenss
Audit and Control
=4 Assoctation 10



3. COBIT — COBIT a ITIL

Information Planning and Organization (PO)
Monitoring (M) PO1 — Define a strategic IT plan
M1 — Monitor processes PO2 — Define the inf. architecture
M2 — Assess internal control adequacy PO3 — Determine technological direction
M3 — Obtain independent assurance PO4 — Define IT organiz. &relationships
M4 — Provide for independent audit PO5 — Manage the IT investment
IT Resources PO6 — Communicate mngmt.aims&direct.
PO7 — Manage human resources
PO8 — Ensure compliance w.ext. requir.
CObIT PO9 — Assess risks
Delivery and Support (DS) PO10 — Manage projects
DS1 — Define & manage service levels PO11 — Manage quality

DS2 — Manage 3 party services |T| L
DS83 — Manage perform. & capacity Y/ >

DS4 — Ensure continuous service

DSS — Ensure systems security Acquisition and Implementation (Al)
DS6 — Identify & allocate costs Al1 — Identify automated solutions
DS7 — Educate & train users Al2 — Acquire & maintain ASW

DSB8 — Assist & advise customers i/\ Al3 — Acquire & maintain technol.infrastr.
DS9 — Manage configuration \/\/ Al4 — Develop & maintain procedures
DS10 — Manage problems & incidents Al5 = Install & accredit systems
DS11 — Manage data Al6 — Manage changes
DS12 — Manage facilities
DS13 — Manage operations
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DISKUSIA
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